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Chief Information Security Officer 

UMC Health System has retained Kirby Partners to identify, qualify and present individuals for this position. This Position Profile is 
designed to assist qualified individuals in assessing their interest in the position. 
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Organization Overview 
 

UMC Health System is recognized as “One of the Best 
Companies to Work for in Texas” in 2018 by Texas 
Monthly. 
UMC Health System, a 500-bed public hospital in Lubbock County, Texas, consists of a team of 
healthcare providers that have served the West Texas and Eastern New Mexico region since 
1978.  UMC is also the primary teaching hospital for the Texas Tech University Health Sciences 
Center and is recognized as Healthcare’s Most Wired. 

 

 

UMC Health System Specialties: 
• UMC Heart Center 
• Physical Medicine & Rehabilitation 

UMC Clinics: 
• Urgent Care 
• Family Medicine 
• Occupational Medicine 
• Wait From Home 

 

 

Key Network 
Indicators 

4,600 employees 
 

30,748 inpatient 
admissions 

 
700 medical staff 

 
$2.3B total revenue 
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Position Description 
Overview: 
UMC Health Care is truly a hidden gem in Texas—consistently rated as “One of the Best 
Companies to Work for in Texas” and as a Most Wired hospital, UMC provides superior care 
with the area’s only Level One Trauma Center and close association with Texas Tech University.  
The IT department is located off-campus in a modern new building and state-of-the-art data 
center. 

As a senior leader in the IT department, the Chief Information Security Officer (CISO) leads a 
team of five: three Cybersecurity Incident Response Team (CSIRT) engineers, a disaster 
recovery/risk manager and an identity and access control specialist.  

The incoming CISO will put together a comprehensive security plan which includes 
information security policy and education.   

UMC recently experienced a data breach and is working with OCR on remediation. The 
incoming CISO will work in close collaboration with Compliance and Internal Audit on the 
continuing work with OCR.  

This is an ideal opportunity for an information security leader to mature an existing program 
and positively influence the culture of security across the organization.  

 

Responsibilities: 
The CISO provides leadership and oversight in the strategic planning, execution, and 
assessment of all UMC Health System cybersecurity strategies, policies, procedures, and 
guiding practices.  

The director establishes and maintains a comprehensive information security program to ensure 
that all information assets are adequately protected against all current and future threats. The 
position is responsible for identifying, directing, coordinating, evaluating, and reporting on 
information security risks in a manner that meets compliance and regulatory requirements 
while enabling UMC to develop an anticipatory response to minimize information security risk.  

The position acts as the key liaison and focal point for all information security communications 
and projects, and coordinates the necessary alignment of information security and staff 
resources. The position is also responsible for budgeting, project prioritization, and providing 
guidance to senior leadership in all matters of cybersecurity. 

https://www.beckershospitalreview.com/cybersecurity/texas-physician-group-notifies-18k-of-data-breach-after-email-hack.html
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Qualifications: 
Required Attributes: 

• Bachelor’s Degree in computer science, MIS, cybersecurity or equivalent 
• CISSP certification 
• Five years’ experience in information security 
• Two years managerial experience with budgetary authority 
• Healthcare experience 

 

Desired Attributes: 

• Information security training and education program development 
• Experience presenting to executive audiences 
• Advisory committee leadership 
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Lubbock, Texas 
 

Quick Facts: 
• Strong economy and fourth lowest unemployment 

rate in the state 
• Average daily commute is 16 minutes 
• Home to Texas Tech University 
• Low cost of living: Nearly 16% lower than the 

national average; median home price  is $131,600 
• Eleventh biggest city in Texas (population is 249,042) 
• Mild temperature and 263 days of sunshine a year 

make the area ideal for outdoor activities 
• Attractive cost of living and no state income tax 

 
Largest Employers: 
• Texas Tech University 
• Covenant Health System 
• Lubbock Independent School District 
• UMC Health System 
• City of Lubbock 
• Texas Tech Health Sciences Center 

Cost of Living* 
Overall 84 

Grocery    94.7 
Health 97 

Housing 61 
Utilities  73 

Transportation 99 
Miscellaneous 96 

*Index versus U.S. average value of 100 

 

Cost of Living Data Source: Sperling’s Best Places 

 Photo Credit Top: KOA  
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Experience Lubbock 

 
 

 

 

 

 

 

 

 

 

Lubbock is home to five 
award-wining wineries.  

The Lubbock Park system 
offers playgrounds, disc 
golf, mountain biking and 
other family-friendly 
activities; summer events 
include night hikes at 
Lubbock Lake Landmark. 

Texas Tech University 
brings Big XII Conference 
football and basketball to 
the city.  

Golf options include the 
Rawls Course at Texas 
Tech University ranked 
No. 3 “Best Campus 
Course” by GolfWeek. 

Lubbock has almost 1,000 
restaurants and offers 
everything from fine 
dining and fancy 
brunches to gourmet 
burgers and BBQ. 

Lubbock’s Buffalo Springs 
Lake is a popular 
destination for fishing, 
water skiing, hiking, 
biking, and camping. 
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Lubbock has a downtown 
farmer’s market every 
Saturday June through 
October. 

 

One of Lubbock’s premier, 
athletic events, Ironman 
70.3, is a favorite among 
many athletes and has 
built a reputation for being 
an extremely challenging 
race. 

Cultural events include 
the High Noon Concert 
Series at the Lubbock 
County courthouse with 
music acts and food 
trucks. 

First Friday Art Trail held 
predominately in the 
Lubbock Cultural District 
is a free, self-guided 
public art event that 
attracts thousands of 
residents each month. 

The Stars and Stripes 
Drive-In movie theatre 
provides a bit of nostalgia 
to the town.  The city also 
offers an IMAX theater. 

Great weekend 
destinations for outdoor 
enthusiasts include 
Caprock Canyon and Palo 
Duro Canyon (both are less 
than a 2 hour drive from 
Lubbock) 

Photo credit Visit Lubbock; www.visitlubbock.org 
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Procedure for 
Candidacy 
Interested candidates should apply online 
at kirbypartners.com.  

Final candidates should expect two 
interviews with Kirby Partners recruiters 
(including a video conference interview).  
You may be asked to complete an Executive 
Profile and submit references to be 
considered for presentation to the search 
committee.  

All inquiries will be treated in confidence. 

 
Contact:  
Bryan Kirby 
407.788.7302  
bskirby@kirbypartners.com 
 

 
Kirby Partners is a leading executive search firm specializing exclusively in 
healthcare and cybersecurity.  We leverage our 29 years of experience to 
efficiently place leaders at top organizations.  
 
Kirby Partners does not discriminate based on race, color, ethnicity, national origin, sex, pregnancy, sexual orientation, gender identity, 
religion, disability, age, genetic information, veteran status, marital status, and/or political affiliation in its programs, activities, or 
employment. The material presented in this position specification should be relied on for informational purposes only. This material has 
been copied, compiled, or quoted in part from client documents and personal interviews and is believed to be reliable. While every effort 
has been made to ensure the accuracy of this information, the original source documents and factual situations govern. 

http://www.kirbypartners.com/
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