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 About Orlando Health

Orlando Health is a $3.4 billion not-for-profit healthcare 
organization with more than 2,400 beds serving Central 
Florida residents and 10,000 international annual 
visitors

Orlando Health consists of eight hospitals and several outpatient centers. The health 
system has the area’s only Level One Trauma Center for adults and pediatrics and 
is a statutory teaching hospital system that offers both specialty and community 
hospitals. 

The organization includes: 

• Orlando Health Medical Group 
• Orlando Health Physician Associates 
• Two of the region’s largest multi-specialty practices 
• A renowned cancer center – Orlando Health UF Health Cancer Center 
• Four outpatient surgery centers 
• Ten wholly-owned, affiliated or partnership urgent care centers 
• Five outpatient imaging centers

Mission

To improve the health and quality of life of the individuals and communities we 
serve.

Vision

A trusted leader inspiring hope through the advancement of health.



 About Orlando Health

• Acute Care Hospitals: Seven
• Affiliated/Joint Venture 

Hospitals: Two
• Number of Beds: 2,400
• Team Members: 20,000+
• Physicians on Staff: 3,000+

• Employed Physicians: 550+
• Total Admissions (w/o newborns): 

98,615
• Total Births: 15,411
• Total Surgeries: 63,126
• Total Outpatient Visits: 767,575

*Fiscal Year 2017

Orlando Health provides more than $450 million in total value to the community in 
the form of charity care, community benefit programs and services.

Awards

Orlando Heath has received numerous awards and accolades recognizing their 
commitment to healthcare excellence. 

Facts & Figures

https://www.orlandohealth.com/about-us/quality-and-safety/programs/quality-awards


 Position Description

Overview:

The Orlando Health (OHi) Corporate Director of IT Resiliency and Chief Information 
Security Officer (CISO) is responsible for establishing and maintaining the vision, 
strategy and program to ensure information assets and technologies are adequately 
protected across the entire OHi organization. 

As a member of the office of the CIO (OCIO), collaborates and interacts with 
all OCIO council members regarding operational, financial, legal, program 
management, audit services and special project planning. In a matrix organizational 
manner, reports directly to the Orlando Health Chief Information Officer, and 
indirectly to the Chief Compliance and Ethics Officer, working in collaboration with 
the Chief Privacy Officer (CPO) and Corporate Manager of Emergency Preparedness 
to ensure the right audit and general controls, risk management and compliance 
independence are adhered to. 

This position has direct leadership duties for Security leaders, IT Disaster Recovery, 
Major Incident Management and Business Continuity leaders who will be leading 
teams responsible for the development of security and business continuity policies 
and procedures, security architectures, operational support, regulatory compliance 
and major incident response. The CISO will interact at the executive level with third 
party organizations that provide services to Orlando Health to ensure the security 
and IT resiliency needs of OHi are being met.



 Position Description

Key Responsibilities:

• Develop Security Program. Provide leadership in the development and 
implementation of a complete information technology security program for 
Orlando Health. The security program will encompass the protection of data and 
technology assets internal to the Orlando Health enterprise as well as with third 
party services providers.

• Polices and Procedure. Oversee the development, implementation and 
maintenance of policies and procedures across the organization to reduce 
information and information technology risk. Such policies and procedures will 
include security access and controls, data management, and incident handling and 
reporting.

• Security Initiatives. Work with executives and governing bodies to prioritize 
security investments based on risk analysis. Oversee teams responsible for the 
delivery of approved initiatives.

• Security Test / Audit. Evaluate and improve the effectiveness of all implemented 
security measures and procedures. Leverage penetration and vulnerability testing 
and conduct internal audits.

• Risk Assessments. Develop and implement a Risk Assessment Program which 
will define, identify and classify critical assets, assess threats and vulnerabilities 
regarding those assets and implement safeguard recommendations.

• Audit Support. Provide support for external audits, including planning, review of 
findings, and assistance with remediation needs.

• Incident Response. Ensure the development and implementation of Information 
Security and other IT related disasters that could impact business operations and 
an Incident Handling program, including a detailed Security, Disaster Recovery 
and Business Continuity Incident Response plan.

• Forensics. Ensure that there are appropriately trained internal resources in the field 
of IT forensics, as well as aligned external forensics expert resources to leverage as 
needed.

• Security Standards. Oversee the development of identification, authentication and 
access control standards balancing operational needs with regulatory requirements 
and data protection best practices.



 Position Description

Key Responsibilities Continued:

• Regulatory Compliance. Consistently keep aware of IT security regulatory 
requirements and changes impacting our organization. Ensure that the Security 
Program keeps Orlando Health in a compliant state. Monitor and report on 
compliance status.

• Education/Security awareness. In collaboration with the CPO, develop training 
materials and communications to educate all associates on matters of Information 
Security. Present to and update executive leadership on strategies, successes and 
challenges in the area of Information Security.

• Education/Disaster Recovery (DR), Business Continuity and Business Impact 
Assessment (BCP/BIA). In collaboration with the IT Business Relationship 
Management, and business and clinical leaders and application owners, develop 
appropriate programs and related training materials and communications to 
educate all associates on matters DR/BCP/BIA. Present to and update executive 
leadership on strategies, successes and challenges in these areas.

• Security Review of Proposed Solutions. Provide analysis of new business / 
application solutions during the development or acquisition process. Provide input 
to business / application decision makers related to security matters. Document 
risks for awareness and decision making. Assist with contracting processes for new 
solutions to ensure matters of security are adequately represented in contracts.

• Operational Support. Develop and oversee teams that provide day to day security 
support including provisioning, patching, tool administration and project support.

• Advise Leadership. Advise Orlando Health leadership regarding any legal, 
regulatory or accreditation compliance concerns identified as a result of advances in 
IT risk management practices or technologies.



 Position Description

Qualifications:

Required:

• Bachelor’s degree
• CISSP (Certified Information Systems Security Professional)
• At least three (3) years of security leadership in a health care environment and seven 

(7) years of full-time experience in information systems security planning, auditing, 
design, testing, implementation and maintenance

• Working knowledge of information systems and related technologies such as data 
networking, end-user applications, data center operations, customer support, 
general IT controls and processes, server and PC hardware, operating systems, 
monitoring tools, encryption, and wireless networking

• Thorough knowledge of healthcare privacy and information security policies, 
procedures, regulations, and laws

Preferred: 

• Master’s degree
• Certified Information Systems Auditor (CISA) 
• Other relevant certifications such as CHS (Certified in Healthcare Security) and 

CSCS (Certified Security Compliance Specialist) 



Relocating to Orlando

Though Orlando is primarily known as a vacation 
destination, its mild winter weather, abundant 
parks and recreation opportunities, and affordable 
cost of living (coupled with no state income tax), 
make it a great place to live.  

Orlando residents enjoy taking advantage of all the 
leisure activities that Central Florida offers: world-
class theme parks, beaches, shopping, restaurants, 
and cultural events, with the luxury of being able 
to return home at the end of the day.  

Orlando’s economy is booming as well; the Bureau 
of Labor Statistics cited it as the nation’s number 
one city for job growth for the fourth consecutive 
year.  

Live where the 

rest of the world 

vacations





 Orlando Communities

Orange County is Central Florida’s 
most populated county with 13 towns 
and cities, all offering unique things to 
do. Whether you prefer to live in a more 
urban environment or a more distinct 
suburban community, Orange County 
has several attractive places to live, work 
and raise a family.

Winter Park, located three miles north 
of Orlando, is full of Old World charm 
and provides residents a strong sense 
of community and rich heritage within 
the city’s nine-square miles of quaint 
brick-paved streets lined with majestic 
oaks. Downtown Winter Park is known 
for its numerous upscale shops and 
restaurants, museums, theaters, and 

gardens. The picturesque campus of 
nationally-ranked Rollins College adds 
to beauty of the area. 

Nearby Baldwin Park is a suburban 
community built to reflect pre-1940’s 
Orlando that offers highly-rated rated 
public schools. Other attractive cities 
close to Orlando include College Park 
and Park Lake-Highland.

Lake Nona is a thriving and up-and-
coming community located to the 
southeast of Orlando. Distinguished 
as being one of only nine Iconic Cisco 
Smart+ Connected Communities, the 
city is built on a gigabit fiber network. 

Orange County

https://orlandorelocationmagazine.com/relocating-to-winter-park/
http://www.lakenona.com/


 Orlando Communities

Seminole County  is considered Orlando 
North and contains natural springs, 
scenic waterways, spacious parks, and 
natural wilderness areas with all A rated 
public schools. 

There are seven main communities in 
the county: Oviedo, Winter Springs, 
Casselberry, Lake Mary, Longwood, 
Altamonte Springs, and Sanford.

Oviedo brings a steady flow of 
newcomers that are attracted to the 
county’s top-rated public school 
district. The historic city has a tight-knit 
community feel with several festivals 
throughout the year. 

Another family-friendly city that is 
experiencing growth is Lake Mary, 
located about 18 miles north of Orlando. 
The city has well-planned residential 
communities with excellent schools. 

Seminole County

https://doorlandonorth.com/
https://doorlandonorth.com/
https://waypointerealty.com/realty-blog/5-reasons-oviedo-is-the-best-place-to-live-in-central-florida/
https://www.lakemaryfl.com/


Procedure for
Candidacy
Interested candidates should apply online at 
kirbypartners.com. This position offers a competitive 
salary with strong benefits.  Relocation to the 
Orlando area is required and a relocation package is 
offered. 

Final candidates should expect two interviews 
with Kirby Partners recruiters (including a video 
conference interview).  You may be asked to 
complete an Executive Profile and submit references 
to be considered for presentation to the search 
committee. 

All inquiries will be treated in confidence.

Contact: 
Bryan Kirby
407.788.7302 
bskirby@kirbypartners.com

Kirby Partners is a leading executive search firm specializing exclusively 
in healthcare and cybersecurity. We leverage our 30 years of experience to 
efficiently place leaders at top organizations.

Kirby Partners does not discriminate based on race, color, ethnicity, national origin, sex, pregnancy, sexual orientation, gender identity, religion, 
disability, age, genetic information, veteran status, marital status, and/or political affiliation in its programs, activities, or employment. The material 
presented in this position specification should be relied on for informational purposes only. This material has been copied, compiled, or quoted in 
part from client documents and personal interviews and is believed to be reliable. While every effort has been made to ensure the accuracy of this 
information, the original source documents and factual situations govern.

mailto:bskirby%40kirbypartners.com?subject=

